IoT Cyber Security Use Case for the Future

Using Analytics and Half-Space Trees for Real-Time
Threat Detection
In times of rapid digital evolution, I will present you today how you can prepare your
business with an IoT cyber security use case for the threats of tomorrow. There is no doubt
that IoT will be a critical success factor for many companies. Internet of Things (IoT)
services and implementations are growing drastically and steadily to reach again an all-time
of available sophisticated analytics, service deployments, and IoT applications:
Fortune Business Insights anticipates the IoT devices markets to reach $1.1 trillion
by 2026 (Fortune Business Insights, 2019).
Gartner reports that there are 14.2 billion connected IoT devices in use in 2019
already (Gartner, 2018).
According to a Forbes Insights survey, 58% of financial executives report having
well-developed IoT initiatives (Forbes, 2018).
Already 80% of the organizations report that they are achieving better results with
the IoT initiatives than initially estimated according to Gartner (Gartner, 2018).
The pace of global IoT growth is tremendous, but it leaves a critical and very important key
vulnerability unanswered: how safe and reliable are the IoT applications? What is the IoT
cyber security use case? How do we make sure that all IoT applications fulfill their functions
as expected? Within an IoT-system, if a small part performs differently than expected or has
been hacked, it can have devastating consequences for the whole system.
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at danger

IoT cyber security threats
Lack of security systems to monitor your IoT applications leaves your organization exposed
to substantial financial and reputational risks, where a small failure within the system can
lead to the whole system reacting in unexpected ways. Among classical cyber security
problems like intrusion in the system and denial-of-service (DoS) attacks, there are also
simple internal failures of the system that occur unexpectedly like software bugs and
hardware failures.
In conclusion, lack of security means that you cannot ensure performance as well as
reliability of your IoT applications and that you also miss out on an opportunity to learn from
the past by applying analytics to your IoT environment. This keeps your IoT-initiatives at
high risk and will keep them from unleashing the full potential.

The IoT Cyber Security Use Case: >99% detection rate with half-space
tree algorithms
Two researchers from Berlin, Witzig & Gulenko, have investigated how real-time monitoring
can be applied to the new emerging and challenging fields of Internet of Things applications
and found a simple but powerful method for monitoring. In particular, they have
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investigated how half-space tree algorithms can be used to implement such reliability
checks and detect abnormal behavior in the context of IoT in real-time so that preventive
measures can be applied. Their research reveals an interesting IoT and cyber security use
case.
In their study, they test their approach on a real-world IoT-example and achieve impressive
results using the unsupervised method: the detection rate of dangerous behaviors was
as high as 99,4% with a less than 3% false alarms.

The Solution: Real-time abnormality detection with minimal resources
In computer science and machine learning, half-space tree learning is an algorithm that
computes a decision tree form pre-existing data to classify certain events in the IoTenvironment as “normal” or “abnormal”. There are three key challenges imposed by IoT
applications that this algorithm overcomes:
1. Patterns of interactions of the devices change constantly: This means that the
decision trees have to be constantly adapted and a new tree has to be computed
sometimes within a fraction of time.
2. The detection of abnormal activities has to occur quickly to prevent further
consequences in time: This means that the decision trees are relatively simple, can
use real-time data and label IoT behaviors within seconds.
3. An IoT-gateway offers only minimal resources for computation: That implies
that the algorithm has to be able to achieve good results with minimal computations.
The half-space tree learning algorithm overcomes these three key challenges in the area of
IoT cyber security better than other machine learning algorithms such as random forest,
neuronal networks or k-means clustering. Therefore, it provides a simple and implementable
IoT cyber security use case using modern analytics capabilities.

Conclusion: A novel approach to ensure security in the business
context
The approach presented by the two researchers Witzig & Gulenko represents a new way of
approaching and tackling security and compliance monitoring problems within the business
sphere, which other IoT cyber security use cases cannot provide. It differs from classical
monitoring approaches in 4 ways, which contribute to the advantages of the approach:
1)

Unsupervised learning approach instead of a supervised learning approach
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Classical detection approaches follow a supervised learning approach, which uses already
labeled data to train the machine learning models first. However, this has several
disadvantages in IoT. First, enough labeled data is usually not available to companies.
Second, once a model is trained, it cannot adapt to the changing interaction patterns of IoT
devices in real-time quickly. The half-space tree algorithm is an unsupervised approach that
overcomes these hurdles by giving the application flexibility.
2) Component-level monitoring instead of system-level monitoring
The half-space tree algorithm is implemented for each IoT-device individually, meaning that
the computation burden is spread across all IoT-devices and the trees can be tailored to the
individual IoT device. Compared to system-level monitoring, where there is a central
monitoring instance surveilling the interaction of devices, the component-level approach
makes the detection faster, accurate and easier to scale. While a system-level center
reaches it is computational limits fast, a component-level approach can scale up and scale
down with your amount of IoT devices without problems.
3) Accountability instead of black-box predictions
Half-space trees are simple algorithms that can be very easily interpreted and understood.
Even for simple business clerks, it is easy to understand how abnormal behaviors are
detected. While classical machine learning approaches lose the “explainability” of their
predictions, half-space trees can be easily understood and investigated. This increases user
acceptance enables you to learn from the trees and always provides you with accountability.
4) Generalizability
While other machine learning algorithms are very context-specific, need labeled training
data and can sometimes only work with quantitative variables, half-space trees can perfectly
work with quantitative and categorical variables without preexisting data. This makes it
applicable to many more scenarios.
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